Although the area of information security planning and management has gained an increased attention, not much discussion was available on the role and the impact of the board members towards a firm's security management and governance decisions. In this research, we draw on corporate governance and the organizational demography literature to conduct an exploratory empirical study on the association between the board structure of a firm and the possibility of information security breaches. Our results show that the board size, the average age/tenure and the heterogeneity of age could reduce the possibility of security breaches while the proportion of independent directors and the heterogeneity of tenure could increase it. Our findings shed lights on the important role played by the board when managing information security risks in organizations.
Ⅰ. Introduction
While the advances in, and commoditization of, information communication technology (ICT) enable business organizations to achieve and maintain competitiveness in the marketplace, combating the increasing numbers of external and internal security threats that exploit organizational vulnerabilities is a major challenge [Deloitte, 2009; Richardson, 2008] . Goel and Shawky [2009] indicate that the announcement of security breaches had a negative impact on the market value of the publicly traded firms. [Beasley, 1996] and bankruptcy [Daily and Dalton, 1994] , for instance. Following the similar vein, we argue that board structure and heterogeneity might affect the outcome of the decision made on information technology control and information security governance, consequently, affect the effectiveness of information security management in organizations. In this study, our objective is to explore the above association. and other demographic characters can influence the group dynamics and the subsequent decision outcome of the boardroom discussion. Our empirical analysis can be of useful when selecting board of directors, e.g., the re-election of board members at Target in 2014. We consider that with this knowledge, the company would be able to evaluate the issue such as board tenure and heterogeneity. Third, while top management has been known for its importance in information security management, the existing studies overlook the potential role of board of directors in this area. Thus, we consider that our exploratory findings can stimulate further research in the information security field to study different aspects of board composition in managing information security issues in organizations.
The remainder of the paper is organized as follows. In the next section, we consider the theoretical perspectives relevant to an organization's board structure and information security Vol. 24, No. 4 management policy. In Section 3, we describe our theoretical framework and present our hypotheses. We continue with the description of the research methodology deployed in this study and the discussion of empirical findings in Section 4 and Section 5. In Section 6, we conclude with discussion of the contributions and implications of our research.
Research Motivation and Theoretical Framework
In this section, we discuss our research motivation and background within the context of information security management and governance.
Organizational Aspect of Information Security Management
As mentioned earlier, the widespread adoption of information technology infrastructure has focused managerial and scholarly attention on one of its unwanted side effects, i.e., the risks associated with technology diffusion (e.g., [Carr, 2003; Ciborra, 2006] 
Theoretical Framework
Corporate governance is one of the mechanisms designed to solve the agency problem. [Judge and Zeithaml, 1992] to R&D investment strategy [Kor, 2006] Therefore, we believe that as the average age and/or average tenure of the directors increases, a firm can benefit from the increased knowledge of the board and reduce the likelihood of information security breaches.
As for heterogeneity of age and tenure, although we consider that on average having an older board is more beneficial to reduce the likelihood of information security breaches, we argue that given that the rapid technological chan- In addition to our hypotheses above, we explore the moderating effect of age and tenure of the directors on the role played by the size of the board and the independent directors on the likelihood of information security breaches.
Sample and Research Models

Data Collection
We used all the S&P 1500 firms from 1997 Next, we searched the major media outlets for media reports on information security breaches as a measure of the consequence of in-3) An independent director is a director who has not material relationships with the company, such as an executive or an employee. That is, an independent director can exercise independent judgment without other potential interferences due to the material relationship. The ratio of annual IT capital per employee deflated by the average ratio of all industries at the three digit NACIS code level based on the statistics disclosed by the U.S. Bureau of Economic Analysis.
Bureau of Economic Analysis BSize
Size of the board which equals the number of directors at time t-1. RiskMetrics
IBSizePer
The average proportion of independent directors for each firm which is averaged in the sample period. for the Kolmogorov-Smirnov test is almost 1.00).
5) It is possible that a firm may have multiple reported security breaches in a certain year. For the rest of the paper, we only present the case when only the first reported security breach is included. Our results are similar when we delete all the multiple security breaches for a single firm in a certain year. 
Measures and Research Models
As identified above, our research objective is to investigate whether the board structure is as- These firms' revenue generating processes can be severely damaged by information security breaches and are more vulnerable to security incidents, and (2) this is the industry with the largest number of observations in our sample.
As a robustness test, we consider a second measure of the potential industry differences.
This second measure is IT intensity (ITIntensity). 
Analysis and Results
Main Empirical Results
The results are given in <Table 5>. For Equa- As we point out earlier, the development of a security management program including the security policy, management committee, team structure (e.g., CISO or security officers), risk management process and employee education to preserve the confidentiality, integrity and availability of information in organizations. All these tasks require an enterprise-wide implementation and demand the talent and skills of management to executive them well. Furthermore,
given the emerging nature of information security management, the depth of managerial experiences from the board becomes significantly invaluable to the top management team.
Moderating Effects
It is also possible that age and tenure may Last, we control for firm specific fixed effects and our results remain similar. In addition, we also explored whether security breaches would be associated with future changes in the board structure. However, due to the fact that board composition does not change frequently, we did not observe any significant association.
Implication and Conclusions
This study focuses on the guidance role Furthermore, though our findings do not suggest an optimal board structure and composition, we point out the elements that need to be paid attention to when forming the board or given the current board structure and composition a firm has. Since generally larger firms have larger board size, the quality of decision becomes an issue when managing security risks. Also, firms need to focus more on the communication within different age/tenure groups and how to better utilize outside resources independent directors can have. As shown in the survey of PwC 2012 Global State of Information Security Survey, 6) the findings highlight the imperative of communication and collaboration at the board level in articulating a clear information security vision and strategy. Last, though external resources are valuable to the firm, it needs to balance the industry-wide as well as the enterprise-wide knowledge when looking for independent directors especially when the firm faces larger uncertainty in terms of information security. Our suggestion is that considering the knowledge specificity of information security management, the search strategy for independent director shall focus the domain of expertise rather than the number of directors. In doing so, the quality of board oversight on information security management is likely to be more effective.
We also recognize the limitations of this study, [66] Zenger, T.R. and Lawrence, B.S., "Organi- 
